O SO THONG TIN VA TRUYEN THONG
TRUNG TAM CONG NGHE THONG TIN VA TRUYEN THONG

O

TU BAO VE MINH TREN
KHONG GIAN MANG



Néi dung trinh bay:

1. TAm quan trong an toan trén khong gian mang

) | 2. Cac hinh thire tan cong mang pho bién

& / 3. Cac k¥ ning co ban dé phong tranh






Trong thot dai cong nghé s6 ngay nay, an toan trén khong gian mang
dong vai tro vo cung quan trong do1 vé1 mo1 ca nhan va to chire.




Bao cao thuong nién WeAreSocial Digital 2024 vira dugc phat-hanh
cho thay:

Thot gian trung binh ma nguoi dung danh
dé stir dung Internet 12 6 gio 18 phit, xem
TV 1a 2 gio 21 phut va truy cap mang xa
hoi 1a 2 gio 25 phat.

Hon mot nira nguoi dung internet tai Viét
Nam str dung trén thiét bi di dong véi ty 1é
55,7% so vo1 44,3% dung trén may tinh.

73.3% dan s6 Viét Nam dang ding mang
x3 hoi. Mirc dan so Viét Nam theo ghi
nhan hién 1a hon 99 triéu dan. Trong do,
tho1 gian trung binh nguoi dung tai Viét
Nam luét mang x4 hoi moi ngay 1a 2 gio
25 phut, thudc Top 20 trén thé gioi.







1. TAn cong bang phan mém ddc hai A Ransomware ? 3. Tén cong gia mao (Phishing)
(Malware) o  Malware yManinthe A—H  Phuong thire: Gia mao Email.
- Spyware (phan mém gian diép). m 0 Gia mao Website. Deep voice, Deepfake
- Ransomware (mﬁ doc téng tién). Phg g z:;;gie;y
- Virus; Worm (phan mém doc hai 1ay lan
v6i toe d6 nhanh). f .
)
riction

X n \ Ko us \ ae & % D s 1 7 1R LR - n
2. Tan cong twr choi dich vu (Dos va DDoS) A #imms 4, Khai thac 10 hong bao mat
- Tén cong gay nghén mang (UDP Flood va poSand o ialengineering oo ook Crypojacking Thong thudng cdc hacker s& ua thich
Ping Flood). khai thac cac 16 hong zero-day (0-day
- Tén cong SYN flood (TCP). Vulnerability)

- Tén cong khuéch dai DNS.

Chin cac truy cdp vao hé théng mang va dit liéu quan trong (Ransomware).

Cai dat thém phan mém doc hai khac vao mdy tinh nguoi dung.

Panh cip dit liéu (Spyware)

Pha hoai phan cung, phan mém, lam hé thdng té liét, khong thé hoat dong

Gay qua tai hé thng mang bang luong truy cap 16n dén tir nhidu ngudn dé chin cac
truy cap thuc cua nguoi dung.

- Gay can tai nguyén may chu, ngan chin viéc nhan cac yéu cau két ndi méi.

- Chiém doat tai san, téng tién, gay thiét hai v& tai chinh, hoat dong. 7




Attacker sends an
email to the victim

“. & DA
A~ _ =
Attacker

S

Attacker collects
victim’s credentials

e

/ictim’s credentials
0 access a website

Attacker uses |

Phishing Website

Legitimate Website

v

Victim

(2

Victim clicks on the
email and goes to
the phishing website|

5. Tan cong trung gian (Man-in-the-middle attack)
- Sniffing.

- Packet Injection.

- Loai bé SSL.

6. Tan cong co s& dir liéu
- Banh cédp nhiing tai liéu quan trong, hacker s€ chén mot
doan ma doc hai vao server sir dung ngon ngir SQL

7. Tan cong chudi cung vng

T4n cong mang nhim vao mot doanh nghiép
thong qua cac nha cung cép (provider/vendor)
ctia doanh nghiép d6 hodc phan mém quan
trong trong chudi cung tmg

8. Mot s6 hinh thirc tAn cong khac
- Tan cong ndi bod td chtc.
- Tn cong dua trén [oT



CAC KY NANG CO BAN
DE PHONG TRANH:



=) Mat khau chinh 1a hang phong thi dau tién va quan trong dé chong lai tin cong mang

123456 < 1 Second 3,469, 588

123456789 < 1 Second 993,222

g

S dung mat khdu manh
S dung mdt mat khau duy nhat cho trng tai
khoan quan trong nhw email, tai khoan ngan
hang,...

Gilr bi mat mat khu bang cach nhé hoac dé
& noi chi minh ban co thé biét va doc né
Thiét Iap cac tuy chon khdi phuc mat khau va
hay cap nhat chung mét cach thuwdng xuyén:

GOl Y CACH PAT MAT KHAU MANH

#% Mat khau it nhat phai c6 8 ky tw

#% S{ dung 4 loai ky tw bao gébm: chir hoa, chi
thwong, sb va ky tw dac biét (@ $ # %...)

#% Khong dung cac mat khau dé doan, biét nhu:
ho tén, ngay sinh, sé dién thoai, t&én nguoi
than,...)

3 thang, 6 thang,..

1234567 < 1 Second

khongbiet 1 Day

123123 < 1 Second
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Huéng dan:

Budce 1: Tai thanh Tim kiém, ban nhap vao Control
Panel.

’ ‘ﬁ Customize Settings
Budc 2: Chon ti€ép vao Windown Defender Firewall. |

Budc 3: Nhan chon Turn Windows Defender Firewall
on or off.

Budc 4: Lua chon Turn on Windows Defender
Firewall (& ca4 muc Private network settings va Public
network settings).

Budc 5: Nhan OK dé luu lai thay doi.
|:°Lcyi ich:

= ]

g <« System and Security » Windows Defender Firewall » Customize Settings v o Search Control Panel

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
© Turn on Windows Defender Firewall
[C) Block all incoming cennections, including those in the list of allowed apps

@ Motify me when Windows Defender Firewall blocks a new app
v () Turn off Windows Defender Firewall (not recommended)
Public network settings
° © Tum on Windows Defender Firewall
() Block all incoming connections, including those in the list of allowed apps

@ Notify me when Windows Defender Firewall blocks a new app
g () Turn off Windows Defender Firewall (not recommended)

OK Cancel

X

2

- Kiém tra va stra 16i mang WiFi, Internet.

- B4o cdo virus hodc di¢t virus cho may tinh cta ban.

- Giam sét cac hoat dong gay bat lgi cho may tinh ctia ban.
- Ngan chin nhiing van dé gay nguy hai cho may tinh.

- Bao v€ may tinh cta ban khoi nhitng tac hai khéc.

11




Huréng din:

Budce 1: Tai thanh Tim kiém, ban nhap vao

Windows Security. -

Budc 2: Nhan vao Virus & threat protection ¢ phia |- Secuy ot a glance
bén tréi. |Gh Home Seew p with the security

) Virus & threat protection

8 Account protection

Budce 3: Nhan vao Manage settings (0 muc Virus & |, . @ Q “3 >

. .
thre at protectl on settin s) App & browser cont trol Virus & threat protection Account protection Firewall & network App & browser control
M action needed. No action needed. protection No action needed.
Device security No action needed.

B
Budc 4: Chon On (6 cac muc Real-time protection, | ¢ et
. . . 4k Family options Q @ d}{
Cloud-delivered protection, Automatic sample e
submission, Tamper Protection).

View status and manage health Manage how your family uses
I:‘ Loi ich:

- Ngan chan cac moi de doa va virus

&3 Settings

- Bao v¢ tai khoan

- Bao v¢ mang

- Kiém soat tmg dung
- Bao vé thiét bi

- Theo doi tinh trang hoat dong cua may tinh



) Vicc quan trong dé dam bao rang hé thong may tinh luén duoc bao vé va hoat dong toi uu

Huédmg dan:

Budc 1: Mo cira sd Start va nhap vao biéu tuong
"rang cua® Settings (Cai dat) & goc dudi bén trai
man hinh.

Budc 2: Trong cira s6 Settings, chon Update &
Security (Cap nhat & Bao mat).

Budc 3: Cira s6 Windows Update dugc md ra.
Nhan vao ntit Check for Updates (Kiém tra ban cap
nhat).

Khi d6, hé thong sé kiém tra phién ban hién tai ma
Microsoft dua ra voi phién ban hién tai trén may tinh
cua ban, déng tho1 tu dong tai vé ban cap nhat can
thiét.

Budc 4: Sau khi cap nhat xong, bdm Restart dé khoi
dong lai may tinh.

& Settings -]
@ Home Windows Update

Windows 11, version 23H2 is ready—and it's free! Looking for info on the latest updates?
Update & Security

Get the latest version of Windows, with a new look, new features, and enhanced security.

Z Windows Update

Related links
heck St

£ Delivery Optimization
S bulld infc

@ Windows Security You're up to date
Last checked: Today, 6:36 PM
T Files backup Help from the web

Check for updates
£ Troubleshoot

View optional updates
& Recovery

] Getthe hn.esl updates as soon s they're av‘allnble‘ @ of
@An ||||||| Re among the $ o il e s "

Pause updates for 7 days
A Find my device ® it Advanced opti hange the pa

T For developers Qo Change active hours

B9 bxions s Proipae Q) View update istory

7™ Advanced options
RO whikiont et St
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‘ Lop 14 chan quan trong bao vé nguodi st dung khoi cac ma doc va virus.

Str dung phan mém di€t virus cé bian quyén:

Hién nay trén thi truong c6 nhiéu loai phr?m mém diét
virus khac nhau, nguoi st dung cé thé mua va cai dat
dé bao vé may tinh. Luon dung giai phap phong
chéng phén mém doc hai nhu Anti-Virus, Endpoint
Security dé ra quét, tim va loai bo cac ma doc trén
may tinh hodc trén cac thiét bi luu trir di dong trudce
khi str dung.

Cai ddt phan mém phong chéng ma déc

' AvG 9 Mchmf?e KA{PzR{IKY
v Symantec. ») pheng & bitdefender

%

14




Bao vé dir lidu quan trong bang cach sao lwu chiing
vao 0 cirng ngoai hoic hé thong lwu trir trén ha
tang dam mAay. Truong hop thiét bi cua ban bi
nhiém phén mém doc hai hodc bi truy cap boi
hacker, dit liéu cta ban co6 thé bi hong, bi x6a hoac
ma hoa doi tién chudc ransomware.

Mot s6 luu y:

- Pam bao thiét bi di dong, 6 ciing ngoai st dung dé
sao luu dir liéu tach biét voi thiét bi dang sir dung
(Khong két ndi lién tuc qua day cable vat 1y hodc
mang cuc bo).

- Dich vu lwu trir ddm may rat hiru ich dé luu trix
mot ban sao dir liu cua minh & noi khac qua
internet.

15



#% Can kiém tra that k§ s6 dién thoai/dia chi email
gui dén, tranh truong hop bi lira boi mot so dién
thoai/dia chi gia co cau triic gan gidng dia chi that.

# Pong thoi dé cao canh giac néu ndi dung tin nhin
gui dén co lién quan dén viéc xac minh, yéu cau
cung cap thong tin ca nhéan, thong bao vé viéc tring
t}{ué’ng hodc vé viéc giao nhan mot buu glri hay mén
tién.

% Ngoai ra, nguoi dung ciing can canh gidc véi cac tap tin duoc dinh kém trong tin nhan/email. Piéu nay 1a
can thiét ngay ca khi nhiing tép dinh kém nay c6 dudi file dudi dang nhimg tap tin pho bién nhu .pdf, .doc hay
xls. Rat co thé, an chira trong nhimg file dinh kém kia 13 nhitng chwong trinh duoc cai cam nham ty dong tai
ma doc vé may cua ngudi st dung hodc dan dén mot duong link doc.

16



3% Tuong tu nhu viée khong truy cap vao cac duong link la, ban cling khdng nén cai dit cac phan mém hay tng
dung khéng rd nguon gdc, bé khéa dé bao mat thong tin ca nhan. Cac phan mém nay thudng c6 nguy co cao bi
nhiém virus, malware, hoic phan mém doc hai khac. Diéu nay co thé dan dén mat théng tin ca nhan, hu hong hé
théng, hodc lay lan sang cé4c thiét bi khac trong mang. Cac cracker c6 thé loi dung ngudi dung dé danh cap cac
thong tin ca nhan va tai khoan ngan hang dé str dung vao nhitng muc dich xau. Ngoai ra, tmg dung bé khoa con
c6 thé c6 nhiéu 13i vit, gay anh huong dén trai nghiém sir dung va sai 1éch két qua dau ra.

Vi vay, néu mudn cai dit mot phan mém hay ung dung nao do6 tot nhat ban nén truy cap va tai chdng trén cac
website chinh thic dang tai rng dung.

3% Pong thoi trén céc thiét bi dién thoai, ban c6 thé han ché quyén truy cap dir liéu, tat cho phép tng dung theo
doi khi cai dat, st dung cac ing dung.

17



% Han ché chia sé cac thong tin lién quan t6i tai
khoan ngan hang, thong tin vé cin cudc, sd dién
thoai, dia chi cu tru...trén mang. Bdo dam chi cung
cap thong tin ca nhan cua minh cho c4 nhan va to
chtrc uy tin.

18



KHONG cung cép bat ky noi dung gi lién quan dén thong
tin cd nhan hodc thong tin tai khoan ngan hang.

KHONG chuyén bat cir khoan tién nao dé lam thu tuc vay
tién hodc chung minh tai chinh.

KHONG dang nhap vao duong link la, cai dit ung dung
nghi ngo.

KHONG cung cap ma OTP cho ngudi khac biét

KHONG chuyén bat cir khoan tién nao dé mua don hang
theo y€u cau cua doi tuong

HANH DONG NHANH NEU DA BI LUA PAO:
- Khong tiép tuc giri tién va chan tat ca cac lién lac tir ké lira dao.

- Lién hé ngay 1ap tirc v6i ngan hang va t6 chirc tai chinh ciia ban dé bao céo lira ddo va yéu cau ho dimg moi giao dich.

- Thu thap va luu lai bang chimg, 1am don té gidc giri tdi co quan cong an noi luu tri.

- Canh bao cho gia dinh va ban bé cta ban vé tro lira ddo ndy dé ho co thé dé phong nhirng tro lira déo tiép theo co thé xay ra.

~Theo d&i va cap nhat cac thong tin, tinh hudng, dau hiéu vé lira dao tai Cong khong gian mang qudc gia (khonggianmang.vn). 19



# St dung cong cu VirusTotal:

VirusTotal 14 céng cu quét virus tryc tuyén mién phi,
gitp nguoi dung quét va phan tich cac tap tin, dia chi
URL dé nhanh chong phat hién virus, worm, trojan va
cac loai phan mém doc hai khéac.

Tinh nang:

Kiém tra 1 tép/file trong may tinh;

Kiém tra 1 duong dan URL.

> Truy cap:
https://www.virustotal.com/gui/home/upload

> 1 VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

FILE URL SEARCH

—
R

3. BNV_HSBXCD_30.05.2023_v4.2 docx x

[ Confirm upload ]

il
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NCSCX

National Cyber Security Center
Céng cu an toan théng tin
mién phi cho ngudi dan
Viét Nam
Chién dich NCSC >
Gii cénh bo v& cac
van dé an toan, an
ninh mang
G canh béo e ddo

mang
Gtii canh bao 18 hdng
bdo mat

Gl thong tin su ¢d tin
céng mang

Gl théng tin v céc vin

g8 khac

Céng cu cho ngusi
dung ca nhan

€ > € 2 congcukhonggianmang.vn/check-ipma/

CONG CU KIEM TRA MA POC
TRONG MANG

Q_ Kiém tra ngay

)

<« G % congcukhonggianmang.vn/check-phishing/ Y &

NCSC¥

ational Cyber Security Center
Céng cu an toan théng tin
mién phi cho ngusi dan
Viét Nam
Chién dich NCSC >
Gl canh bao vé cac
vindéantoan,an v
ninh mang

Gli cénh bao lira do

mang

Gtfi canh bao 13 héng

. CONG CU KIEM TRA WEBSITE g
LUA PAO

Gl théng tin su <& tén

cang mang

G thong tin v& cic vin Nhap UR
>

d& khic

Céng cu cho ngudi
ding ca nhan

“n

3# Str dung cong cu Kiém tra ma dgc mang

> Truy cap:

https://congcu.khonggianmang.vn/check-ipma/

# Sir dung cong cu Kiém tra website lira dao

> Truy cap:
https://congcu.khonggianmang.vn/check-phishing/
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< » C 23 congcu.khonggianmang.vn/ransomware/ b4 & ¢

NCSCX

al Cyber Security Center
Céng cu an toan théng tin
mién phi cho ngusi dan

Viét Nam

ELELTHITE ]

Chién dich NCSC >

G canh bao vé cac
van dé an toan, an v

CONG CUKIEMTRALO LOT o CONG CU GIAI MA, NHAN DIEN
THONG TIN TAI KHOAN CA NHAN w7 RANSOMWARE

G théng tin su ¢6 tén
>
céng mang
Céng cu gidi ma Nhan dién file bi ma hoa
G théng tin v& cic van
>
8 knc

Nhap loai file bi m& hoa hoac bat ki théng tin na Search
Céng cu cho ngusi

#* Sir dung cong cu Kiém tra 19 lot thong tin #* St dung cong cu Giii ma, nhian dién

tai khoan ca nhan Ransomeware
> Truy cap: > Truy cap:
https://congcu.khonggianmang.vn/check-data-leak/ https://congcu.khonggianmang.vn/ransomware/
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NCSCV;‘ Trang cha Cong cu Giai phap Théng tin canh bao Blog Tuyén dung Lién hé Bao NCSC

National Cyber Security Center

Tin ndi bat
@

AIS sum vdy cung Gidi N§u An - AIS Rén l;éng Giai diu thé thao mirng Ky
Masterchef Ky niém 10 ndm thanh 13p niém 10 nam thanh 13p Cuc An toan
Cuc An toan théng tin théng tin

SERIES DIEM TIN TUAN (26/08 - 01/09/2024): LUA DAO CHIEM DOAT
NGAY CANG TINH VI

SERIES DIEM TIN TUAN: LIEN TIEP SERIES DIEM TIN TUAN: LIEN TIEP CAC
CHIEU TRO LUA PAO MAO DANH THU DPOAN LUA PAO PAU TU v

https://khonggianmang.vn/
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12. Nang cao nhan thurc:

a ¢ antain théng tin | N X <« [¢] O B hiips/feongeu khonggianmang.vn/daunieul. uadao/ o © @ g =
C o8 @
NCSCV*N = TRANG CHU  CAC VU LUA PA0O  BAI KIEM TRA
NCSCV*N Nationoi Cyber Securty Center LuaBao
Mintionol Cyter Secusity Center Céng cy an toan théng tin midn phi
cuantoln o mil , 2 “ oo cho ngues dén
e Ban c6 thé phat hién Viet Nam
Viét Nam . 3 - N - o RPPCIPIIED
ra khi nao ban bi lira i G cénh bo vE cac vin d8an | .
e eacinatn dado khéng? T : ey Behlnd Chon nhiing tinh hudng chiing tdi
: : it il onorchomitioad). ¢ the Screen dua ra dudi day la an toan hay lUfa
nhan Bai kiém tra phat hién Iz dio, e
Bai kiém tra phat hign lia o, N phiting > 1 .
phishing Va hay nhé réng, nhiing cudc ddi thoai
ey R ? trong cac tinh hudng c6 thé diénra &
G s moi ndi — trén dién thoai, qua tin nhén

Kidm tra m3 8¢ trong mang hoic tryc tuyén.
Kiém tra website ki dio >

. o

Kiém tra 16 lot théng tin tai khod £ = 2
216 lot thong tin o BAT DAU NAO!

canhin

Gidi ma, nhén dién mi déc téng

>
- @
v

Céng cy cho chuyén gia ATTT v

Kidrm tra website (ia gbo

Kidm ra 1 1ot thing tn ti khodn

i nhin

Gidimd, nhn dién m3 8dc tBng
tiin

Cong ey cho chuyén gia ATTT v

¥ Lam cac bai Kiém tra phat hién lira dao, #¥ Lam cac bai kiém tra phat hién lira dao,
phishing qua email: phishing qua tin nhan:

> Truy cap: > Truy cap:
https://congcu.khonggianmang.vn/phishing-quiz/ https://congcu.khonggianmang.vn/dauhieuluadao/
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THANKS YOU
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